Drivers of Brand Trust in Internet Retailing: The Case of Indonesia by Anggraeni, Adilla
International Journal of Online Marketing, 5(4), 25-36, October-December 2015   25
Copyright © 2015, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.
Keywords:	 Brand	Trust,	E-Commerce,	Internet,	Web	Brand
ABSTRACT
This	study	investigates	the	attributes	that	create	brand	trust	in	internet	retailing	through	the	replication	of	the	
work	of	Ruparelia,	White	and	Hughes	(2010)	using	two	different	purchase	categories:	apparels	and	travel	
accommodation.	Quantitative	methodology	was	employed	through	survey	method	involving	180	respondents.	
There	are	ten	independent	variables	include	website	security,	website	privacy,	website	brand	name,	word-of-
mouth,	website	design	&	navigation,	information,	returns	policy,	country	of	origin,	past	experience,	advertising	
and	testimonials	and	one	dependent	variable	which	is	brand	trust.	Security,	privacy,	word	of	mouth,	design	
&	navigation,	and	past	experience	were	proven	to	have	direct	linear	effects	towards	web	brand	trust.	On	the	
other	hand,	brand	name,	information,	returns	policy,	country	of	origin	and	advertising	&	testimonials	have	
weak	relationships	with	web	brand	trust.	Respondents	who	purchased	clothing	apparel	were	more	concerned	
of	the	country	of	origin	than	respondents	who	purchased	ticket	accommodation.
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1. INTRODUCTION
The study is a replication of Ruparelia, White and Hughes’s (2010) study, using Indonesian 
customers and e-retailers as the context for this research. Several alterations have been made to 
suit the current study context.
Extant literature has observed how the internet continues to be an important factor in re-
tailing (Martin, Mortimer and Andrews, 2015). The practice of online shopping has increased 
due to its convenience and ease. With the increase of competition in e-retailing, new e-retailers 
face difficulties upon entering the market. Therefore, new e-retailers should attract attention by 
making the customer trust their brand. Building trust for online retailers is more challenging 
compared with traditional bricks-and-mortar stores. However, there are several factors that need 
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to be taken into account in creating a well-trusted web store, especially for e-retailers when their 
target market is customers living in Jakarta.
The reason for the growth of retailers and online purchases was due to more varieties of 
choice available online and also from the factors of convenience for both consumers and retail-
ers (PwC, 2013). Shoppers around the world have shown a lot of interest in purchasing online, 
especially garment products (Park & Stoel, 2005). This statement was supported by an increase 
of 35% in online apparel sales from 2000 to 2002 in United States, and the increase has made 
clothing the second largest product category after DVDs (Greenspan, 2003).
Indonesia has many opportunities in the Internet business. The increase of e-commerce would 
necessitate trust in a website to convince consumers to purchase or conduct transactions on the 
website. Brand trust is an arduous fundamental of brand equity (Riegelsberger, 2005). Without 
brand trust, any strategy made by the retail will not be effective. Trust plays a critical role in 
online business. Especially with the new risky cyber-crime such as privacy invasion and identity 
theft, which are including pharming and phishing, (Riegelsberger, Sasse and McCarthy, 2005).
It is fundamental for e-retail to not only have a good websites but also good brand. As Chen 
and Wells (1999) pointed out, the challenge in e-retail is not limited to have a website but how 
to compete and win the competition in the Internet. Branding is crucial to identify one with 
another and also creating trust. It is important for a firm to understand factors that influence 
trustworthiness of a brand, especially for online firms (Gupta, Yadav, and Varadarajan, 2009).
The majority of Indonesia’s online shoppers has spend 55 USD per online transaction (In-
sideRetail.Asia, 2012). However, the number of consumers who purchased in local websites are 
still limited compared to the increase of online users (Coolfounder, 2012). This might be because 
of consumers’ lack of trust on the local websites. This would then highlight the importance of 
studying the driving factors of brand trust in e-retail in Indonesia.
In the current study, the researchers aim to investigates the most significant attributes that 
affect brand trust in an online environment in Jakarta, whether different product category would 
lead to different perception on brand trust of the websites and whether gender impact the online 
shopping behavior.
2. LITERATURE REVIEW
2.1. E-Commerce
According to Miletsky (2010) electronic commerce is also known as e-commerce. It is the use 
of online websites for buying and selling product and service. E-commerce lesser used by B2B 
(Business to Business) and were used more in B2C (Business to Consumers).
Miletsky (2010) argues that there are several aspects that encourage demand to shop online. 
From the consumers’ perspective, convenience is one of the key factors that encourage most 
consumers to shop online, as online stores could be accessed from everywhere and at anytime. 
It is very convenient for working people as they could shop from home without a need to travel 
and waste their time.
Despite all the benefits, there are some drawbacks about online shopping (Miletsky, 2010). 
Payments are non-cash means that it is less secure as consumers personal identity and privacy 
could be figured out while making an online payment. Online transactions are less secure than 
physical transaction, therefore leading to a lack of trust. Firthermore, when buying online, the 
customers are not able to touch the product physically and check the quality of the product Lastly, 
there is a lack of assistance in online store (Miletsky, 2010).
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2.2. Web Brand Trust
Establishing a strong brand has become a fundamental goal of every organization in consider-
ation of having a larger profit margin, greater intermediary cooperation and support and brand 
extension opportunities (Ballester and Aleman, 2005). Cho (2006) stated that trust represents 
an essential factor to elevate and manage customer satisfaction and loyalty, as well as maintain-
ing the relationship between a firm and consumers. Lau and Lee (1999) mention that the brand 
trust is derived from brand reputation, brand predictability and brand competence. Gurviez and 
Korchia (2002 in Louis and Lombart, 2010) define brand trust as having the presumptions that 
the brand reflects credibility, integrity and benevolence.
Garbarino and Johnson (1999) argued that the quality of brand trust was developed and 
changed based on an individual’s past experience and interaction from the whole time. Besides 
the performance of the brand, family and relatives are also positively influencing the brand trust 
(Lau & Lee, 1999).
A study of trust by Sirdeshmukh et al (2002) mention that e-trust has a direct impact to 
e-loyalty and also e-satisfaction. As a result, trust becomes a key role of building relationships 
between buyer and seller (Morgan and Hunt, 1994). In this study, there are ten variables hypoth-
esized that could lead to web brand trust.
2.2.1. Security
Internet shopping transaction is not only involved trust between the Internet seller and the con-
sumer but also the consumer and the computer system (Belanger et al, 2002). Thus, it is impor-
tant for website to provide a security feature. From the perception of the consumers, security is 
known as the protection of threats, for example, loss of information and theft of credit card data 
(Armesh, Salarzehi, Yaghoobi, Heydari and Nikbin, 2010). Therefore, it can be hypothesized 
that the security of the website would impact the brand trust.
Hypothesis 1: The higher the security, the higher the brand trust.
2.2.2. Privacy
To conduct a purchase, customers need to share their information over the Internet. The willingness 
to make a purchase involves the issue of privacy (Belanger, Hiller & Smith, 2002). Numerous 
consumers feel uneasy inputting their personal data on the Internet. This is because consumers 
are concerned that the data will be shared and misused (Armesh et al, 2010). This behavior can 
be related to the study of Belanger & Smith. (2002) which found that 78% of consumers refused 
to give their information and 54% of consumers have decided to cancel their purchase during 
their transaction. This further shows that customers would require a certain level of privacy to 
be able to trust the retailing website.
Thus, it can be hypothesized that:
Hypothesis 2: The higher the perception of privacy of personal information, the higher the 
brand trust.
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2.2.3. Brand Name
Trust towards a certain brand name would be built through customers’ association with that 
particular brand name (Sirdeshmukh & Sabol, 2002). Jiang (2004) stated that brand name plays 
a role in decision-making in terms of choosing the most preferred product or services. Further-
more, Jiang (2004) also believes that familiar brand names represent not only associations, but 
also beliefs and experiences towards the brand. Therefore it can be hypothesized that:
Hypothesis 3: The more familiar the brand name, the higher the brand trust.
2.2.4. Word of Mouth
Word of mouth can be defined as an oral and informal non-commercial communication regarding 
a brand, product, or service (Higie, Feick, and Price, 1967 in Eisingerich, Chun, Liu, Jia and Bell, 
2015). It can be both positive and negative (Chang, Tsai, Wong, Wang and Cho, 2015). Word of 
mouth has been acknowledged as influential to a company’s success, as it leads to increased sales 
(Reichfield, 2003 in Soderlund and Mattsson, 2015) and reduce marketing expenses (Soderlund 
and Mattsson, 2015). Building a positive word of mouth is complex and challenging; especially 
since it is easier for negative information to be noticed, perceived, and believed faster compared 
to positive information (Cho, 2006). Therefore it can be hypothesized that:
Hypothesis 4: The more positive the word of mouth, the higher the brand trust.
2.2.5. Website Design and Navigation
A company website is a medium of communication between consumer and the company. 
Consumers are able to search for information or products on the website (Kim & Stoel, 2004). 
In contrast to a bricks-and-mortar store, an online retail platform is not only used as a means 
of communication between the company and its customers, but also as a place to buy and sell 
products or services.
User-friendly design, marketing communication, information management, and maintenance 
are the four factors that influence the website quality from the perceptions of the users (Kim 
& Stoel, 2004). Meanwhile, Walker (2001) believes that background colors, user friendliness, 
fonts, pictures, logos and ordering procedures are important elements that can enhance better 
consumer shopping experience. However, an attractive website might only lead customers to 
visit the website, but not lead them into purchasing anything (Song & Zahedi, 2005). Therefore 
it can be hypothesized that:
Hypothesis 5: The better the website design and navigation, the higher the brand trust.
2.2.6. Information
Information provided on the website would impact the perception and behavior of the consum-
ers (Eroglu, Machleit & Davis, 2001). Unlike bricks-and-mortar stores, consumers are not able 
to touch and examine the product before purchase (Blanco & Sanclemente, 2010). Therefore, 
shoppers may spend more time in the pre-purchase stage when purchasing online. Having good 
quality information is a necessity for websites as online shoppers tend to only rely on the infor-
mation provided on the website (Blanco & Sanclemente, 2010).
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Several researchers have pointed out that information on websites would impact the con-
sumer’s decision-making, satisfaction for the website, and their purchase intentions (Jahng & 
Ranamurthy, 2007). Therefore, it can be hypothesized that:
Hypothesis 6: The higher the information quality, the higher the brand trust.
2.2.7. Returns Policy
Almost all retailers today offer a returns policy, including online retailers. Returns policies 
would increase firms’ cost in terms of fraudulent product returns and the distribution process, 
and therefore should be optimized to ensure that they will benefit both the company and the 
customers (Yan, 2009). Providing a returns policy can benefit firms by reducing the perceived 
risk of purchase, increasing long-term customer value as customers would be satisfied and more 
likely to make future purchases, and also creating a better image as good sellers (Kim & Wansink, 
2012). Therefore it can be hypothesized that:
Hypothesis 7: The clearer the returns policy, the higher the brand trust.
2.2.8. Country of Origin
The country of origin represents the country where the website originated. Ammi (2007) suggests 
that the image of ‘made in a developed country’ is better than ‘made in a developing country’; 
since developing countries are associated with poor technology in manufacturing and high risk; 
whereas, developed countries are perceived to utilize better technology when manufacturing the 
product and consequently create better quality products. The country of origin has an impact on 
perceived value (Strasek, 2011), and the perceived warmth of the country of origin were also 
found to influence the purchase intention of the customers (Xu, Leung & Yan, 2013). Therefore 
it can be hypothesized that:
Hypothesis 8: The country of origin of a web brand impacts upon the level of brand trust.
2.2.9. Past Experience
The quality of consumer experience in the past would determine the level of consumer trust 
towards the brand (Garbarino & Johnson, 1999). It is very likely that the past experiences that a 
consumer has with a product will influence future predictions and judgments about that product 
(Hertwig, Barron, Weber, & Erev, 2004; Morewedge, Gilbert, & Wilson, 2005; Wyer, 2011).
Ha, John, Janda and Multhaly (2009) define satisfaction as the stage where consumers 
evaluate whether the product or service has met their expectations and needs. A satisfied con-
sumer would be willing to re-purchase the brand and result in overall loyalty. Therefore it can 
be hypothesized that:
Hypothesis 9: The more positive the past experience, the higher the brand trust.
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2.2.10. Advertising and Testimonials
Several studies have suggested that companies need to invest on advertising. For example, Ha et 
al. (2009) suggested brands spend on advertising as it is an effective tool to communicate with 
the consumers by sending messages. A good advertisement would be recognizable, involving, 
and unique and able to send messages (Behboudi et al., 2012). Advertisements are one of the 
strategies used to attract loyal consumers away from rival brands. This is known as a ‘defensive’ 
strategy (Agrawal, 1996).
Furthermore, with the changing of technology, consumers are able to share their thoughts 
online. Some consumers review other consumers’ testimonials before purchasing. Therefore, it 
can be hypothesized that:
Hypothesis 10: The greater the quantity of advertising and testimonials about the brand, the 
higher the brand trust.
2.3. Different Product Category
Gonzales and Martos-Partal (2012) state that when consumers purchase a product in a certain store, 
their experience would be associated with their recognition of store brand quality and loyalty. 
For example, when customer ‘X’ is purchasing airline ticket from website “X”, he or she is not 
only considering the brand of the airline but also the website brand. When he or she is satisfied 
with the airline, the consumers will be loyal to the website brand. The current research attempts 
to find out whether different product categories would lead to different perceptions of brand trust.
2.4. Differences in Gender
There were numerous researchers that have studied on the influence of gender towards behavior 
and purchases. For example, it was found that men are heavier Internet users compared to women 
(Dholakia et al, 2003). Furthermore, according the same researchers, there were more males that 
shop in the Internet compared to females. Usually they are conducting shopping transactions 
from home and at the workplace. Not only that, males tend to be a heavy shoppers in the Internet 
compared with the females shoppers. (Dholakia et al, 2003).
It was found that 80% of the male respondents have purchased online while there were less 
than 20% of female respondents who have purchased online (Ruparelia, White and Hughes, 
2010). This is aligned with Bimber’s (2000) research that states that the gender gap differences 
might exist because of socioeconomic status. However, even though gender is an important 
segmentation variable, few research deals particularly with how gender can be associated with 
preferences (Matilla, 2010). With several theories that shows the effect of gender differences, 
the current research would also find whether gender matters in trusting a website brand.
3. RESEARCH METHODOLOGY
This research is a quantitative research and the unit of analysis for this study is individuals who 
have previous experience in online transaction from online shopping websites. There were no 
specific range of age as anyone could purchase online as long as they are computer literate. Two 
product categories were observed: (1) clothing or apparel and (2) travel accommodation which 
were the products that were mostly purchased online by Indonesians.
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The sampling method used was convenience sampling. Convenience sampling was chosen 
as the sampling units are accessible, cooperative, and easy to be measured (Maholtra, 2010). 
Offline survey was chosen as the main data collection method. The number of respondents was 
180 respondents, 90 respondents were buyers of travel accommodation and 90 respondents were 
buyers of clothing apparel. In addition to that, another 30 respondents were invited to fill up for 
the pre-test survey and 10 respondents for the wording pre-test. The validity and reliability of 
the measurements were tested during the pre-test stage.
4. FINDINGS AND ANALYSIS
The hypotheses testing show that website security, perception of privacy of personal information, 
positive word-of-mouth, website design and navigation, as well as past experience positively 
influence brand trust of a website. On the other hand, brand name familiarity, website informa-
tion quality, return policy, country of origin and quantity of the advertising and testimonials were 
not found to influence brand trust.
4.1. T-test Analysis
T-test analysis was conducted in this research in order to compare the respondents’ behavior 
between males and females in accordance with its demographic. Among the 11 variables in-
cluded in this analysis, the most significant difference was shown on the Country of Origin. 
The 2-tailed Significance for Country of Origin has a value of less than 0.05 while the other 
variables have a value of more than 0.05. The respondents who purchased apparel were shown 
to be more concerned with the country of origin compared with the respondents who purchased 
travel accommodation.
5. DISCUSSION AND MANAGERIAL IMPLICATIONS
Security, privacy, word of mouth, design & navigation, and past experience are proven to have 
direct linear effects on web brand trust. On the other hand, brand name, information, returns policy, 
country of origin, as well as advertising & testimonials have weak relations with web brand trust.
Customers strongly consider the security and privacy of a website before trusting it enough 
to commit to a transaction. The strong relationship of security and privacy with brand trust could 
be related to Franzak, Pitta, and Fritsche’s (2001) findings which stated that customers expect 
websites to protect personal data, provide a secure payment system and maintain their privacy. 
Therefore, to increase web brand trust, e-retailers would need to assure the security of their 
websites and also to clearly address their privacy policy.
Secondly, word-of-mouth was proven to be positively related to perceived levels of web brand 
trust. The findings were not aligned with the findings of Ruparelia et al. This could be related to 
Indonesians’ cultural characteristics that tend to be less individualistic compared with Australians. 
Indonesians tend to have close relationships with family, friends, and relatives (Hofstede, 2001) 
and therefore, Indonesians commonly trust their relatives and take recommendations from their 
colleagues before making online purchases.
From the findings, consumers tend to prefer websites that were easily accessed and neat. The 
better the website design & navigation, the more customers would trust the website. A study by 
Park, Lennon and Stoel (2005) observed that in the online environment, consumers’ responses 
will be gained through visual designs, such as web design, computer imagery, and simulation. 
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The observation is applied for both hedonic and utilitarian purposes. In addition to the increas-
ing rate of cyber crime, a website with poor design and navigation would lead customers to be 
suspicious and less likely to trust the web brand.
Consumers would evaluate the experience after product consumption (Blackwell et al, 
2012). If the consumer was satisfied, future purchases would likely be determined; whereas if 
the consumer was dissatisfied, he or she would proceed to buy from competitors and possibly 
spread negative word-of-mouth. A bad experience of a website would erode the customer’s trust 
towards the brand and e-commerce in general. On the other hand, positive past experience would 
lead to positive word-of-mouth and also brand trust.
In this study, brand name was proven to have a weak correlation with web brand trust. There 
might be another variable influencing the relationship between brand name and brand trust; 
consequently brand name is not directly dependent on brand trust. Bello and Holbrook (1995) 
support the result by arguing that brand name familiarity positively impacts the equity of a 
brand. Therefore, it is possible that before forming brand trust, brand equity should be built first.
Even though Ha’s (2004) findings state that perception of brand trust would increase because 
of an informative website; nonetheless, the current research proved a different result. The current 
findings showed that the respondents perceive information on websites to be less important. As 
Indonesians are collectivistic (Hofstede, 2001), it is likely that the respondents tend to trust the 
information they get from relatives and colleagues or word-of-mouth more than the information 
provided on the website itself.
A returns policy was also found to be negatively related with the level of web brand trust. It 
might be because consumers think that a returns policy is part of the customer service offering 
and is, therefore, a necessity. Consequently, a returns policy was less influential on the level of 
web brand trust.
Country of origin was found to be unrelated to the level of web brand trust. The respondents 
may perceive that as long as the website provides good security, privacy, website design and 
navigation, and positive word of mouth, the country of origin of the website is not very crucial.
Lastly, advertising and testimonials were found to have a negative relationship with web 
trust. Since any website could advertise on the Internet, there is a possibility that customers may 
not associate advertising on the Internet with trust in the website. Information and customer 
testimonials provided on the website could be neglected by the respondents due to their col-
lectivist culture which places less trust in testimonials given by unknown people. It is because 
testimonials can be made by anyone, including the company itself, to increase their reputation.
The findings show that among the two product categories, the only difference was found on 
the country of origin. The country of origin is more of a concern for respondents who purchased 
apparel than for those who purchased tickets for accommodation. This result might be because 
both purchase categories deal with different types of product and thus different product features.
Several researchers such as Dholakia, Dholakia and Kshetri (2003) have found that different 
genders have different behaviors in using the media. However, this study shows that there is no 
significant difference in online shopping behavior between males and females. Both genders 
had similar tendencies in online purchases, and similar behaviors when accessing the Internet. 
The majority of both genders purchased 2-3 times on the Internet and spent less than one to two 
hours when making online purchases. Most of the respondents stated that they had accessed the 
Internet every day for 1-2 hours.
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6. CONCLUSION
The most preferred payment method of Jakarta shoppers currently is bank transfer. Therefore, 
to provide better trust on security it would be highly recommended for e-retailers to provide 
clear payment details and features to make sure that any payments are secure and safe. Other 
than that, it is advisable for retailers to associate with safe payment systems such as PayPal, a 
service that allows customers to send money without sharing financial information, credit cards, 
or any information regarding payments (Paypal, 2013) or to allow the customers to make COD 
(cash-on-delivery payment).
For assurance on privacy, websites should address their privacy policy clearly by providing 
written rules and regulations. For example, there should be a statement that says ‘Your personal 
information will not be distributed to other parties.’ or ‘Any information used for your purchase 
would only be used for transaction purposes’. The statement should be written clearly enough 
to ensure that the customers read it in full. The clearer the privacy policy, the better it is because 
Internet users are concerned on how exactly the company would use their data (Franzak, Pitta 
and Fritsche, 2001).
Thirdly, word of mouth could be an essential tool for buzz marketing. Both bricks-and-
mortar and e-retailers may not be able to tell how the customers would spread the word-of-mouth 
positively or negatively. However, e-retailers could try to reduce the negative word of mouth 
by maintaining customers’ loyalty and satisfaction. For instance, the retailers can create several 
promotions for customers which encourage them to spread positive word-of-mouth.
Next, design and navigation of the website should be clear, user friendly, trustworthy, attrac-
tive, and interesting. A trustworthy website should own a domain, such as “www.brandXshop.
com”. Also, the website is recommended to have copyright to be more trustworthy.
The findings show that there is a positive relationship between past experiences and brand 
trust. Therefore, it is suggested for e-retailers to always provide the best experiences to their 
customers. Besides satisfying the needs and wants from goods or services, e-retailers should 
also be responsible for the post-purchase behavior of the customers. Other than building trust, 
positive past experience would encourage customers to make future purchases.
Brand trust is one important factor that drives customers to do online purchase (Sobel, 1985). 
Another piece of research by Mohammad (2012) states that trust in a brand is important and is a 
key factor in the development of brand loyalty. To be persistent and to be able to survive in this 
competitive e-commerce, understanding the factors that drive web brand trust is surely important 
especially with the advancement of technology.
Since the findings show that people who purchased apparel are more concerned with the 
country of origin, e-retailers are advised to provide more information of the country of origin 
such as where each product was made.
As it has been statistically proven in this study that gender is not associated with Internet 
usage in Indonesia, e-retailers were suggested to design their web to be more generalized instead 
of targeting only one gender. The design of the webstore should not be too feminine (such as 
dominated mostly by pink color, which usually targets females) or more masculine (such as 
plain, which usually targets males).
Since the data was only collected in Jakarta area, the results of this research may not be ap-
plicable to areas outside of Jakarta. Additionally, the small sample may prevent generalization of 
the findings. A wider range of respondents is expected to generate better results. Future research 
should include respondents from outside the Jakarta area to enrich the demographic insights of 
the respondents. Also, future studies may include respondents that have not completed any pur-
chases over the Internet. Finally, a comparison of more product categories would be interesting.
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